KxamsI.abs

= ALL VENDORS % GUARANTEE ? FAQ ®, TESTIMONIALS = CART (0)

ExamsLabs

g \ A W
‘_,‘5 ‘ bass Your Next Certification Exam Fast! |

%
'
4

365 days free updates. First attempt guaranteed success.
/ J AN

Select a vendor... Select an test...

Try Lol IEN 4TS before you buy

Online Test Engine: Online Tool, Convenient, easy to study. Instant Online Access. Supports All Web Browsers.
PDF format: Easy to read and print learning materials, our products are available in PDF file format.
Desktop Test Engine: Installable Software Application. Simulates Real Exam Environment. Practice Offline Anytime.

What Client's Say

(44 Questions from this HPE0-S51 dump are 100% valid... not

all answers. I passed this examn a few days ago (in France)
and got these results.

http://www.examslabs.com/
Latest Study Materials, Valid Dumps - ExamsLabs




Fantastic SCS-C01-JPN Study Questions deliver you high-quality Exam Brain Dumps - ExamsLabs

Exam . SCS-CO1-JPN

Title . AWS Certified Security -
Specialty (SCS-
CO1H ZIKnn FiR)

Vendor : Amazon

Version : DEMO

SCS-C01-JPN study questions, SCS-C01-JPN exam brain dumps, SCS-C01-JPN learning materials
https://certificationsdesk.examslabs.com/Amazon/AWS-Certified-Security/best-SCS-C01-JPN-exam-dumps.html



https://certificationsdesk.examslabs.com/Amazon/AWS-Certified-Security/best-SCS-C01-JPN-exam-dumps.html

Fantastic SCS-C01-JPN Study Questions deliver you high-quality Exam Brain Dumps - ExamsLabs

QUESTION NO: 1

» D%k, AWS Organizations Z A L TEZ® AW

THIORZEBLTVWET, AR AEORET—XZLELTVET, @ik, Y17
A —EACHLTH—N—LAT770—FZFEALTVET, AR IXNTOTF—5%
Amazon S3 & /=& Amazon DynamoDB I[CREL TVWE T, E+tlk. AWS

S LR B, FzlF AWS Fargate £ ® Amazon Elastic Kubernetes Service (Amazon EKS)
THRAMLTVWRADVTIR—AOY—ERAZFEAL T, F—RZZH IV ET,
Cn2ilE, REFOINTOF—2ZHESILL. &Z/PMEROT—X
TOAHHZERTAV)1-230ZREITRIHEN HYET. 2k, AWS Key
Management Service (AWS KMS) NEEEZEBEF—Z/ERL T,
CNSOEH/ZR/ETEHIC, 2HBFRICMAZIXNETLLIDN?

A. Amazon S3 & & T DynamoDB (Xt L T D & kms:Decrypt 7 9> 3> ZFF 35 F—
RV —ZERLET. F—THES{LENTLWELWL S3 /AT Y N& DynamoDB
T—7INDOERZEERTS SCP #ERLET,

B. ¥—® kms:Decrypt 7 V>3 ZHEERTS 1AM

RIS —ZERLET. AT 1—)LICHE> TETE B Lambda

BE#HZEERL T, RUD—ZHLLVO—-LICTEYFLET, F—TESLEhTLEVY
V—ANDTZ—RNZEETS AWS Config L—ILEZERLET,

C. Amazon S3, DynamoDB, Lambda, & &T' Amazon EKS (% L T® & kms:Decrypt
TO2aveEFATAIF— RIS —ZERLET, F—THESILEHTLEL S3

N Y M & DynamoDB T—7 )L DEREIEE TS SCP ZERKLFT,

D. Amazon S3, DynamoDB, Lambda, & &T' Amazon EKS (2%t L T® & kms:Decrypt
TOaAVEHFATDF—

RVD—ZERLET, F—CTHESIKLEATVEVIY—-ADOTS—KNZXEETS AWS
Config L—I)LZERRLET,

Answer: B

QUESTION NO: 2

»H BN Amazon S3

TTF—BLAVZBELTVET, 23, BEBFEBRESCAEREONEBRTI7AILT
BRENATVWET, E¥1UF741

F—LIZE, T—FTIOFVICETRIROBLHNHV)ET,
*F—RPFEERICESLTILENHYET,

*TF—RIREEFICESILIDISVENf HYET,

NTY NEELRRICTRIHENF HYERITH. NTY MR O>TLRHEhEES, T—XEF#
BOERRICTIDHVLEN BYET,

BEUHEBLETATYTOHEAEEDEREIENTIA? B 2BIRLTLKEETL, )

A.S3 /N7 Y N T Amazon S3 N EE I SIS+ — (SSE-S3)
ZEALLEY—N—RIOBES{LEERAL T, AES-256 BES{LZBMICLET,

B.S3 /A7 Y R T IAMKMS Y &— R #— (SSE-KMS)
ZFEALEY—N—BOBSILTTF 72 NOBESILEBEMCLET,

C. PutObject IJ 2 T A ~IZ IAMiSecureTcanspoct

FEFATVWEWVWEES, EBREECNTY N RV —ZBHNLET,
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D. ws: Sourcelpto ZERAL T/NXT Y b

RV —ZEBML, BEARTFRYRMDSOTY7T7O-READO—ROKZFALE
Jo

E. PutObject IJ 7 T A b IZ s3:x-amz-sairv9r-side-enctyption: "IAM: kms"
FEENTVWAWEES, EREZECNTY N RUD—ZEMLET,

F. Amazon Macie #*7—%& L4 7 ® S3

NTY ROEEZERL THRRTEDERSICLET,

Answer: B,D,F

QUESTION NO: 3

LEQFTUT— 32 F—LAlE. IAM T MySQL
T—BER—AZRANTRIRBENHYVET, BHOEFIVFT 1 RUD—IZXhE, IAM
ICRFENDITINTCOTF—REREFHICESLENDILENFf HVET, 51, IXTOR
FYXT VT ILIE FIPS 140-2 L)L 3 RIEICE#ML TOWBDMBEHNH VY ET,
T70r—>3>

F—ALlF, tEOEFIVFT1EHZF/EL, BAF—N—AY RZFPRICHZZVY) 1
—2aAVEMBEELTVET,

CchSOEH#ZF LTV I—232R@ENRTTHA?

A. Amazon RDS TF—ZR—AZFRANLE T, BESLICIE Amazon Elastic Block Store
(Amazon EBS) AL £d, F—EBEEICIE, IAM CloudHSM ([C& 2 THR—KEh 3 IAM
Key Management Service (IAM KMS) H AR L F— ANTFZFERALET,

B. Amazon RDS TTF—2ZR—A%ZFKANLET, BESILIZIE Amazon Elastic Block Store
(Amazon EBS) ZfFAL £9., ¥F—EFEICIE. IAM Key Management Service (IAM KMS) T
IAMEED CMK 2 AL E Y,

D. Amazon EC2 1 VARV ATTF—ZR—AZKRANLET, BESILICIE Amazon Elastic
Block Store (Amazon EBS) ZA L E£d., ¥F—EEICIE. IAM Key Management Service
(IAM KMS) THBEEEN CMK 2EAL£7,

E. Amazon EC2

A2VABVATTF—EIR—AZKRANLET, BELeF—BRBICEEBNT—XESL
(TDE) 2AL &7,

Answer: B

QUESTION NO: 4

X1V FAITP Tk, Amazon S3 /N7 Y MRS —%&4EKL T, User=1, User2
EVSERO 1AM

A—H—=THOUNIRPMEROFZHIRY TV ELAZNFETHIHEN HYVET, £1—H—
3o chsmIAM 11— — F7AHD2 M&E, AuthorizedPeople IAM

IN—=TDOXN—=TF, EF¥aVF1 IOZTR. ROSINTY K
RU—DEREERLET,
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Eesourcae": "arn:taws:s3:::authorized-people-bucket /="

X1V FA4 IO ZTFHFSINTY NMCRUD—REBMLESETRDE, KOIT—
XYV E—INFRRENET: "RETA—=ILRTIINIFGBYERA, s EFIUTA
TIZF. RUZ—IC Principal EZZEMLTVWET, cDEMTE. User
DHICFHMI) T IO L AZREIDIVENf HYVET, I—H—21—H -3, ChSOEH
ZEmlgVY)1—>3a2R@FENTIHN?

A.

prdn ipa LR i

VW5

arn:aws:iam:=:12345c7890ruserMserl”,

arntaws:iam: : 1234567890 user/Uzer2",

arn:aws:siam: 1234567890 nuger S laar3®

B.

"Principal™: |
TAWS

arnsawsiiam: 12345678590 roor"

"Principal™: |
YOS .
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Answer: A

QUESTION NO: 5
IAM Key Management Service IAMKMS) OF¥— R > —ZLE1—-LTWVWtEF1 )T 1
TIOZT7H. 2D IAMT A MOEF—
RIVS—TZODARAT—MXVRNEZRODHFELI,

i

"51d": "Enable IAM User Permissions™,
"Effect: "Allow",
"Principal™: {

"AWS™: "arn:aws:iam::111122223333:rocot"™
}r
"Action™: "lkmg:=*®",
"Resource”™ : "xN

}

FREMZHFITLTVERTAH ?

A.ITXTOIAMTAHIRNOIXRTOT IO NI F—2ERALET,

B. 7HAJ >k 111122223333 M root 1—H'—D &N F—ZFHAL £,

C.T7HI2 KN 111122223333 DIXTO T I I NI F—2ERALETH,. Amazon S3
TOHMEALET,

D. 7AHh7J> b~ 111122223333

OTVINLOIRN, COF—EFEATRZILEHICCOF—ANOTIEAEHFTTS IAM
RUS—HFERAEATVET,

Answer: D

QUESTION NO: 6

Web

T7Ur—>arzERTdE, I——RBAOAJTALTX N2y 70BN ZER

. Amazon S3

NTY NCREENTVET—TAT7IORNESBTEET, 1—F—HFF721oKESH
DOO—RL&E&DETRE, PTUT—23a (AT IONOT O EAFTEMEL,
Jd—%—7# example com B EDH AR LA

RXSVEBDSHAT DI ORNERIVO—RTEDLSICTIHENHYET,
EXIVTA4 IV THCOBEZRETIRERERFEFATTA?

A./NXTY N ACL

ZEALT, 72T O MORFBMIBERT IV EAZBRALET, —ERENIBBLLES
TOEAZBBRLTLSEEL,

B.IAMARUS—ZRKL T, I—H—IZSINTY MOFZEIBYW T IOERAZRELET,
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C.S3EBEMNE URLDER 77U Tr—>3a>#EBLU TI1—H—IC S3ERFE URL
ERHELET,

D. Amazon CloudFront 2t & URL ZH#ERLE T, 77U —2 3> %&EU T CloudFront
EEMNFE URLZI1I—H—ICRHLET,

Answer: D

Explanation:

For this scenario you would need to set up static website hosting because a custom domain
name is listed as a requirement. "Amazon S3 website endpoints do not support HTTPS or
access points. If you want to use HTTPS, you can use Amazon CloudFront to serve a static
website hosted on Amazon S3." This is not secure.
https://docs.aws.amazon.com/AmazonS3/latest/userguide/website-hosting-custom-domain-
walkthrough.html CloudFront signed URLs allow much more fine-grained control as well as
HTTPS access with custom domain names:
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-
signed-urls.html

QUESTION NO: 7

»HD#%E. Amazon APl Gateway %Z £ L T REST API
Z1—HY—ICRHELTVET, APIBERER. O 774 Z2@BMETICAPIT7IORA
NEZ—=2 "3 HLEVEEZATVET,
BPROFIATCNSNDERFERBETENTEDIFIENHEAEDERFENTIH,? (2
DBIRLTLKEE L, )

A.REBZAPIAT—2OF0AOF T 2R LET,

B. API Gateway 4 X2 k@ AWS CloudTrail

AEFREE KX EREL £, userldentity, userAgent, & kT sourcelPAddress
7A4—=)IRTT1INEZ—Z2EBRLET,

C. API Gateway 0%/ ® Amazon S3 A5 ZFEL £ ¥, Amazon Athena

DIV ZRITLT, API7UOEABEHRZDHLET,

D. Amazon CloudWatch Logs Insights ZERAL T, API 7V ABERZSMLET,

E. XEx APl AT —2 T [FE#lIZ CloudWatch X KU 2 A2 BMIZT 3]
F723avEERLET,

Answer: C,D

QUESTION NO: 8

AT SATALOBHAS, EF21 VT4

IO2Z7), BRRENEEFONY FAERAETATVEVSA AR AZ—8BRTRTSE
RLR—RNEZERKTRIUVENBYET, T, TUODPZT R, ARREEEFHOEH OV
SLANERAENABVWERATALN 30

HUEZEBLBEVWLSICTRDRENHNET, ChSOEHEZERTDLOORENENE
FERATTA?

A. Amazon inspector ZEAL T, &FONY FAERAEATVEVS ATLAZEFEL, 30
HREILENSDA VAR AZRHO AMIN—23 > TEF7O/40LFT,

B. Amazon EC2 Systems Manager 28K L T, 1V AZV A
NYFOAVTSATVAICODVWTHREL, EBENEXDTFUA
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TAVRIUPICEFHFZEALET,

C. IAM CloudTrail togs ZFX T, i@% 30
AEICBEEEChTVEBVS AR AN HEIHNESHZHHL, ThSODA AR A%
BF70O0/40LFET,

D. &M DAFEHK/\NY FT AMIs

ZEHL, ERENEXDTF O ABERICEA 2 AZAZBRREALE T,

Answer: B

QUESTION NO: 9

TSAR—KNYTZYNENT VY OB T XY NEFEDAmazonVPCHA H V). TOHFIZNAT
AVARZ DAY —N—HHYVET,

GITENLTTF7UI—>23a> 7704 33SINST—NARNSY TRV T NEZ T
O—RIBDEICLY, BERICBEFERETIEC2A VARV ADITIN—TZERLEL
oo

ROFBEODENHFFIEBEILHRALARLOEXFIVT1AZEABZTLLEOIN?
RTFOAT72arASELVERAZEBIRLTSEZL,

BATLSEZL

A.

INT VY OBTZY NHOEC2A VARV A, EIPAL, IGWRHATRENT 71y 0%
-T2

B.

NTVYOHTZY NADEC2A VARV A, EIVHTSNIZEIP, NATRHADORERNS 7
1Y IDON—TFT142T

C.
TZAR—NGTRY NADEC2A VARV A, &IV HTSIIZEIP, BLVPIGWEINTL =
RENZ 714 OON—TFT1427T

D.

T7IAR—RNYGTRY NHOEC24 VARV A, EIPEL, NATRATRENS 71V %
W—F1>2Y

Answer: D

Explanation:

The below diagram shows how the NAT instance works. To make EC2 instances very
secure, they need to be in a private sub such as the database server shown below with no
EIP and all traffic routed via the NAT.
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AWS VPC with public and private subnets pWhizioh:
using NAT instance

r b
Custom Route Table
Destination Target
10.0.0.0/16 Local
0.0.0.0/0 igw-id
Web Servers MAT Instance e - +
pLIERERE.
Public subnet S il
jadnnme ISR A00ANEH
Intemetl
Ciarbesaary
- -

Main Route Table

Cratabase Servers
A Destination Target

Private suh_rnnt 10.0.0.0/14 Local
10.0.1.0/24

Avsilability Zane A 0.000/0 natinstance-id

LS o+

VPC
10.0.0.0/15

Region

Options A and B are invalid because the instances need to be in the private subnet Option C
is invalid because since the instance needs to be in the private subnet, you should not attach
an EIP to the instance For more information on NAT instance, please refer to the below Link:
http://docs.IAM.amazon.com/AmazonVPC/latest/UserGuideA/PC

Instance.html!

The correct answer is: EC2 instances in our private subnet no EIPs, route outgoing traffic via
the NAT Submit your Feedback/Queries to our Experts

QUESTION NO: 10

IAM KMS

H—EAZEALTERBENE—EOF—AHYVET, W< 2D DF—DFEMAZFLEL LV
EEATVEIN, BREEDY—EANFFT—2FALTLVR MDAV REA, F—Z2SEE
ALBVWLSICTRLEODORERFTI AR, ADSBEENTTH,

EATSEZW:

A WFThICBKR, BIRETIC7 BEOHHBBAN®HD 1. F—ZHIBRLET,

B. ¥—Z&EMIILEXT

CHF—DIAIVTAZRELEXT
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D. ¥—DF—XTUTINZEELET,

Answer: B

Explanation:

Option A is invalid because once you schedule the deletion and waiting period ends, you
cannot come back from the deletion process.

Option C and D are invalid because these will not check to see if the keys are being used or
not The IAM Documentation mentions the following Deleting a customer master key (CMK) in
IAM Key Management Service (IAM KMS) is destructive and potentially dangerous. It deletes
the key material and all metadata associated with the CMK, and is irreversible. After a CMK
is deleted you can no longer decrypt the data that was encrypted under that CMK, which
means that data becomes unrecoverable. You should delete a CMK only when you are sure
that you don't need to use it anymore. If you are not sure, consider disabling the CMK instead
of deleting it. You can re-enable a disabled CMK if you need to use it again later, but you
cannot recover a deleted CMK.

For more information on deleting keys from KMS, please visit the below URL:
https://docs.IAM.amazon.com/kms/latest/developereuide/deleting-keys.html The correct
answer is: Disable the keys Submit your Feedback/Queries to our Experts

QUESTION NO: 11

HBDEEFE—DOAWS V—23>TD—U0O— RZFEITL. AWS Organizations
ZEALTVWET, EF¥a2 VT4

IPZFR, A—H—HFf0)—>3> TV —-RAZRBETERVLRSICTRDY)1I—-2
AVERETIVENHYEXT,

BRAF—N—AY REEDPRICHABHFSChSOEH#ZFH LIV I—>3 2 R@FENTT
n?

A BBEEIhLEU—23>ATOKT V3% T % aws RequestedRegion &z 35D
IAM RS —ZHERLET, RUS—Z2IXTOI—F—CTEYFLET,
B.EEEEhIU—232ICBVWF U3 Z2EERTS aws RequestedRegion &4z D |
AM RS —ZERLET, <R —% AWS Organizations ® AWS
THIOVRNCITERYFLET,

C.XERBRTFUI 3> %A T3 aws RequestedRegion %1% D 1AM

RV —BREBRLET, BEETNLED)—2a> 01— —ICOKRIS—2TRYFLE
Jo

D.EEEE NIz —>23UICBxWF U232 ZEERTS aws RequestedRegion FEZ#HD
SCP Z#{EM L £9, SCP & AWS Organizations ® AWS 7HI >V MNZTRYFLET,
Answer: D

Explanation:

Although you can use a IAM policy to prevent users launching resources in other regions.
The best practice is to use SCP when using AWS organizations.
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_ex
amples_general.html#example-scp-deny-region

QUESTION NO: 12
RAREE., BOoOT7 AT NTIAM CloudTrail
HEPCE>TVDERELELE, EF2 VT4
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TIODZTFHTHORNZRELLECS, BEOEFIUTA
V)1—23a>TRARY MNBREEhBEVWCE DAY ELE, EF2 DT«
I>2>Z7F&. CloudTrail

BRICKTBEROEFEZREL., EENMRELELEELCLTI—MN2EETHYI1I—>3
VEHBIDIVLENHYET,

ChSDEH#ZF/LTEDHIC, EF1VT4 IO TRAZIDIHENHYETH?

A. IAM Resource Access Manager (IAM RAM) Z A L T, IAM CloudTrail
BRZERLET, Amazon SNS Z#FRHL TEBHAZEELE T,

B. Amazon CloudWatch Events JL—JLZ4E L T. Amazon GuardDuty
NEREFEZRIVYJLET, Amazon SNS Z#FEFAL TE X—LBHEREELET,

C. IAM H7R— KD IAM

THOVRRETEFIVT A EREOFHAZEHL, BELLLWTFIT1ET1MREEh
EEEIZTZ—MNZEBLETD,

D. Amazon Inspector ZFEAL T, ¥ 21 UT 1 OBEZEHNICKREL ETF, Amazon
SNSZFEALTT7Z—hZ2EELET,

Answer: B

QUESTION NO: 13

KEEHLtIE, Z8O AmazonEC2 1 VAR AZ2FEAL T, KEZEHRTS 2,000
BDE/DAEZ—FY N (oT) 74—l R

TFNAADEHFZEELTVET, chSOFNM ALK, TNENEEOT IV EAERE
WA BYET,

ERALOREMR)S —TR., BEODERBEBENOT VAN MY LU TCEETNRTHIHE
FHY)ET,

DLTFUFYILDAR b—?“"&"éﬁ?%%%ﬁﬁﬁﬂiﬂ%@ﬁb\)?}fliﬁl‘("?b‘?

A. IAM Systems Manager ZfEA L T, FRELIEEZ Secure Strings
NFX—=RELTHRELET., IAIMKMS ¥—%2fHL TRELET,

B.IAM F—EEZATLZEAL T, ERFEHROBSLICEATNEITIAR—
F—ERELET, BELE NAERIAERIE. Amazon RDS

A2VABZAILREFEENET,

C. IAM Secrets Manager Zf£EfA L TRABERZRELE T,

D. ¥ —NN—fRlOBES{LZFEAL T, EREHRZ Amazon S3 O JSON
J7A4INLNIZRELET,

Answer: A

Explanation:
https://docs.IAM.amazon.com/systems-manager/latest/userguide/parameter-store-advanced-
parameters.html

QUESTION NO: 14

HBLDettE, IAMTEC2A VAR ADKET ZRANLTVET, EC2

AVABR VA ZEETDEBEEFIUT A

L=ILABYNET, EF1VT A EROAEMENHDHEE, EBEZD EC2
AVAZVAZRRICHAETDILEN BN ET, ROY—EANDSE, REShEAVAR
VAEREITAEOOTANREZRREICTOEDIZ I TH0ICRIDEDIFENTT
75\
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BATLSEEL

A IAMOUZIRIAYF
B.IAMUZTURT7#—X—>3
C. IAM Cloudtrail

D. IAM # X

Answer: B

Explanation:

The IAM Security best practises mentions the following

Unique to IAM, security practitioners can use CloudFormation to quickly create a new, trusted
environment in which to conduct deeper investigation. The CloudFormation template can pre-
configure instances in an isolated environment that contains all the necessary tools forensic
teams need to determine the cause of the incident This cuts down on the time it takes to
gather necessary tools, isolates systems under examination, and ensures that the team is
operating in a clean room.

Option A is incorrect since this is a logging service and cannot be used to provision a test
environment Option C is incorrect since this is an API logging service and cannot be used to
provision a test environment Option D is incorrect since this is a configuration service and
cannot be used to provision a test environment For more information on |AM Security best
practises, please refer to below URL:
https://d1.IAMstatic.com/whitepapers/architecture/IAM-Security-Pillar.pd1 The correct answer
is: IAM Cloudformation Submit your Feedback/Queries to our Experts

QUESTION NO: 15

HBEODF—ALE, PTT7IT—23 2 OAPIS—RIDIAH—ERAZRRLTVET,

AM7 ROIAICHLTITOhNIEFTHL OFE/EARICEATEDINAZRLAED 1)L %
RKIDBENFHVET, ESTNENEZERTEETAH?

i%/u‘(“ <EE\V:

A BRIV OTIAMNTGA—RZ2FEALET

B. LambdaA—VZ A ¥ —&ZFEHATS

CT—hNIIAFAZEALET

D.API7'— KR I A TCORSZFEALET

Answer: B

Explanation:

The IAM Documentation mentions the following

An Amazon API| Gateway Lambda authorizer (formerly known as a custom authorize?) is a

Lambda function that you provide to control access to your APl methods. A Lambda

authorizer uses bearer token authentication strategies, such as OAuth or SAML. It can also

use information described by headers, paths, query strings, stage variables, or context

variables request parameters.

Options A,C and D are invalid because these cannot be used if you need a custom

authentication/authorization for calls made to the API gateway For more information on using

the API gateway Lambda authorizer please visit the URL:

https://docs.IAM.amazon.com/apisateway/latest/developerguide/apieateway-use-lambda-

authorizer.htmll The correct answer is: Use a Lambda authorizer Submit your
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Feedback/Queries to our Experts

QUESTION NO: 16
%N, LV Amazon RDS F—ZX—XA
T7Or5r—>3a>zBRLELE, 2. BEEPOBSLERTFHROBSHLOLHIZ, R
ON
T—AR—AEREHRERBEIDHLENHYVET, £, 2HBFERBERZEHNICEHHN
CO—7—>3>32RXENHYET,
ChSOEBEH#ZF LTV 1I—232R@ENRTITA?
A. IAM Systems Manager Parameter Store
ZHERALT, F—ER—ARIABEHRZREFLEFT, EXEHROBHO—FT—>3 28R L
=9,
B. IAM Secrets Manager Zf£f L T, 7—2XR—ARIEHRZRELE T, EREHRD
automat* O—57—> 3 ZEHT S
C. S3 BB DA S1t*F — (SSE-S3) ZEMA L 14— N—EI QRS TERE N /= Amazon S3
NTY NCF—ER—AFIAEBRBERTFLET. IAM
F—ENRK—ARET wunl-.ErE*EED T—>3a>L%x7,
D. F— AR —ARE1ER % Amazon S3 Glacier ICfRTEL . S3 Glacier Vault Lock
AL E T IAM Lambda
BEHERELT, AVP1—I)enENANTRIEEHRZO—FT—>3LET
Answer: A

QUESTION NO: 17

T7)5—>3> ik, Amazon SQSHA S5 XY —2 %ZEE 9 % Amazon

EC2A VARV ATHEBEEINTVET,

BRI, IAMOZEN1Thh, A VARV ARXY E—22RBTELELLZYEL L,
BOROBEZHIZLAEN S, ABENS NS 1 —FT 12002 EDICERTTRTo> 3

Vo (2DOBIRLTLKEZL, )

A. MFATNA AZREL, AV AZATHERAENZO-)LICEIY)HTET,

B.

SQSUY—ARIVI—H, A VARV ATHERAETNZO-IANOT IV ERAEHRWICIERL

TWEWCEZBRLET,

C.

AABZRATHERENDO-NICTRYFENLET IO RARAF—NDNTIOTFATTHBDER
BLUET,

D. AmazonSQSFullAccessBEEBR IS — A VARV ATHERAE N O0-I)LICHMILE T,

E.

AVABDVAILTRYFENLZO-INIC, F1—-AOTIVEAZHFATHIRI—HNEEN

TWB =R LET,

Answer: B,E

QUESTION NO: 18

CEOT TV —> 32k Amazon EC2 TETEh, F—XIE Amazon S3

NTY MCREENET, DERFE, F—INNBEREICBRNICLOMAE D TEEZFIR
THEHIC, BINOEFI1UTAHHEEALEVEEZZTVET, COEHEREITT D
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SV OEKAAPERENTTA? (3 DBRLTIEE, )

A. Amazon S3 TEEE h-B&{t+— (SSE-S3)
EEALTH—N—ROESILZFERAL T, Amazon S3 DF—XZREFILLET,
B. IAM KMS & 0 B8t — (SSE-KMS)

EEALEY—N—AIOBES{EERAL T, AmazonS3 DF—REBEEILL E T,
C.# LWV Amazon S3VPC I RARA >V NZHEKL. VPCODIL—F 12T
T—7ILEZELTHLWIRRA O NEFERATS

D.Amazon S3 7OV I N7TVv o PO AMEZFRL X,
E77VU—232 0 AVAZRADNSDTIEADAKREHFATHIESICNTY
RIS —ZBHRLET,

F.NACL ZFAAL T, AmazonS3\O KRS 71V 02T 1IN RIVILET
Answer: B,C,E

QUESTION NO: 19

tFa1)F4 IO ZTE, Amazon S NNT Y NOH > T)L

NTY RTESIEFBHICE>TVBRICEMIPDST, NTYRNITIEATEDALSH
TET7AINERBTERCLERRELELE, IV T7R, ElWHTShET7 A I)A—
DHRICTIOELATERDRZEIAMI—H—ICT7IOEAZFHRLEVEEZZATVET,
CNZERTHDEHIC, EF1VFTa4 TP ZTRFAZEIXNETITA?

A.IAM BEE O CMK IAM/s3 TTRO—7ESLEFEALET,

B. (CEJ3WT "kms:Decrypty Z1¥5325F— RUI—%2FEAL T, BEEEOD CMK
ZERLET,

F${IAM:username} Z#,

CA—H—-ELICBEEEOCMK ZEHRLET, BR1—F—%&., IWITHF—
RUS—ICF—1—H—-ELTEMLET,

D. ZHIBIAMARVL—ZZELT, "UY—AIANDOSITILAZHALET,
"arn:IAM:s3:::examplebucket/${IAM: 1 —H — & }/*"
Answer: B

QUESTION NO: 20

BHEMEBFAE. 77y O0-RNZOH—0OFEAZEFELEL., QAN ZEHNTZEHICAp
plication Load

BalancerlZHIWEXEL ., YIWEZXER., dVFNARAO—BOIL—H—FWebH 1 MC#E
MTEBLBYET,

CORADERFFMTT A ?

A. Application Load Balancerld & \W\Web7 S0 —&2HR—KNLTVWEE A,

B. Perfect Forward SecrecyzZ2ENEL<BRENTLWEH A,

C. FEFEBA £ & Application Load BalancerHIZ A > A R—=JLEhE T,

D. Application Load Balancer® iS5 A1 — hAERZ7OY VL TVET,

Answer: D

Explanation:
https://docs.|IAM.amazon.com/elasticloadbalancing/latest/application/create-https-
listener.html
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QUESTION NO: 21

T7Ur—>3aziE, IAMSDK ZH L T IAM

H—EREFUCHLET, 77U T5r—>3a2@F, BEMSHFSs T IAM O—)L %D Amazon
EC2AVARVATRITENETT, 77U —23>2H Amazon S3
NTYRADATZIONITIRALEDELEEE, BEEIADIS—

XV t—27Z R ET, HTTP403: 7O EANEREhEL I,

COBBEZERNT TN 1—FT420092LHIC. EBBFENDFIEZEXEDETERTTS
BENFHYETH? B O2BEIRL TS EZL, )

AEC2AVARVADEF 1T 14 TI—=T4H S3
TOEAZRARELTWVWBREZHERLET,

B.KMS ¥— RU>—T, Z® IAM [RAID KMS

F—NESKT IV AN FTENTVE CEZERLET,
CATDIOVRMDTIEARZETTZDIAT—IAYRINFBWVWA, ST Y K

RS —=ERLET,

D.EC2AVAZRVANELVWF—ART7ZFERALTVWA L ZERELET,
EEC2AVARVAICBEM TSN IAMO—ILIBYIBIERF D& 2B LET,
FFAVAZRVAESINTY MEALU—232ICHD e ZHRELET,

Answer: B,C,E

QUESTION NO: 22

£1t1& IAM Secrets Manager ZfEA L T, CMK 2R L THES{tEeh, F21 U7 4
THhDO>2 K~ 111122223333

ICRFENTWVWBR—ILY RN ZERBELTVET, SHOEBRBTHI D 1

D, 444455556666, ¥ 1T 4 FAHDU> M 111122223333

PET—ULY MEZRBIBMXENHYET, EFXa1VFT1 IO FR, £F21UFT4
THIRDS—OLY NMCRIDFHETIVRRAICETVWTRD S —2ERAL, ERAT7HVY
RAS—OLY MEOKZRIBETERLSICTIHRENHYET,

tX1UTA IO ZTREDRIS —%ZEHATRIHEN HYETH?
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A, i
"Weraion™: "2012-1D0-17",
"Statemant™: [
{
PEffect™: "Allow',
"Action™: "secret=smanager:*™,
"Principal™: {"AWS": "444455556666"),
"Resource™: "™
¥
1
}
B. {
"Version™: “2012-10-17%,
"Statement™: [
{
"Effect™:r "Allow",
"Aotion™! "secretsmanager:*™,
"Principal™: {TAWST: "111122223333"},
"Rasource™: "TaW
]
]
|
& {
"Yerasion™: "2012-10-17",
"ItatementT: [
|
"Effect™: TAllow'™,
ThAotion™: TsecretamanageriGetSecretValue™,
"Principal™: {TAWS™: 1111222233337},
T"Resourceat™: ™R
}
1
i
D. {

"Wersiopn™: "2012-10-17";

"SratemantT: [

{
"Effect™: "Allow™,
"Action": "secretsmanager:GetSecretValue',
"Principal®™: ("AWS™: "444455556060"},
"Rezource™; TF™

L

]
A.A7>3a> A
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B.77>3>B
C.F7>arc
D.#7°>3a> D
Answer: A

QUESTION NO: 23

EEIZKY, HBDLE0 AmazonEC2 A VARV A X1 UT 4 I —THEEROZE
SSH

RZT74Y0ZHFTTRHET, ORIV —ICERLTVS EHiEhELE, £F2
T4

IPZTFR, CORSBERZEBEICBHTIREIVTILZALDERBLVTS—H
Y)1—-232aREITIHBENHBYVET,

REERAVERNEL, Chs0EH#ZEBLEIYDI—23 20 ENTITH?

A. BHZE{TE 1, Network Reachability /Y o —> Z B9 2 EM & Amazon Inspector
AHMESEITEER L ET, FHMAOERTHABEBEES Niz& E (2 1AM Lambda BB ZFOHT
Amazon CloudWatch

L= ZERLET, TTRICHMERTLAR—NZEREL TFHMET S K5I Lambda
BERERELET, EHPRODBEESSH N7 1Y VIZIEERN HSFEIC. Amazon Simple
Notification Service (Amazon SNS) B ZF1TT 2 &S (Z Lambda BABEREL £,

B. L TVWAVWEFIUT A JIL—TOBREEICL > THTHE NS, restricted-ssh
IAM Config X Z—> R JL—)LZFEAL E T, IAM Config

EE#MEEZFERAL T, XY t£—% Amazon Simple Notification Service (Amazon SNS)
REY ZICRITLET,

C.VPC O VPC 70— OY Z#AH L £9., Amazon CloudWatch Logs
TJIN—T%ZEELET, HLLVWOTIO M) ZBEHTL, R—bK 22

TOEHEOKIIZHRE L. Amazon Simple Notification Service (Amazon SNS)

ZNL TEHMZRITT S IAM Lambda B#IZ CloudWatch Logs
IN—T&#HTRUVSA4TLET,

D. BHR1T& ., Security Best Practices /\Y o —> Z 9 2 EH#I 4 Amazon Inspector
AHEERITEER L ET, FHMAEOERTHFBEBE Niz& E (12 1AM Lambda BEBZFOHT
Amazon CloudWatch

N=IZERLET, TETHICFTMETLAR—FZEREBL TFHMET S LS Lambda
ERZERELET, BFEIRODEFE SSH NTF 71V VICIEERN HBHESEIC. Amazon Simple
Notification Service (Amazon SNS) BHZHK1TT D &S IZ Lambda BBBEREL T,
Answer: A

QUESTION NO: 24

»H BN, AutoScalingZ IL—7 DAmMazonEC24 VARV ATTF 75— 3> #ETL
TVWET,

T70—2a>E0d2Z20—AlLICRELEITEFIVFTAIOD TR, AT=)L14>
ARV RNEBICOIFRbhiECcEllRIDEELE, EF21VUFTA IO TR, OJF—X
DA E AR ZRRIZDLEHOVY )13 2HERIIMLENf BYVET, EEOBW
T, INTOOVZRBIFERBIDIXENGBYVET, EF1UTA IO TR A%H#
BIBDBENFHYVETH,
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A. Auto ScalingZ 4 7% A4 VI AT, EC2A4 VARV ANERE N 2V'IZ, Amazon
Elastic Block Store ( Amazon

EBS) ORI 1I—LZERLTTRYFITRTIVIVZEMLET, 1 VARV ANKTT
. OJLEI—DEHIZEBSIKRY 1 —LA%BIOA VAR AICBELETEET,

B. Amazon Elastic File System ( Amazon EFS ) 7 7 4 )L AT L%ZEKL . Auto
Scaling®2&8 7> 7L —hD1—H%—7—2t02a> ICIN REEML T, EC24 AR
VADERRICEFST 7 AN AT LRI D RNLET, A VARV ATTOCAZERL
T, OJZ1EOE—LET., 12 AX > ADAmazonElastic Block Store ( Amazon
EBS)RUI—LASEFST77ANATLAODTALINI)ETD1H,

C.
AutoScalingZ )L —7" TEH & 1 2 AMIIC AmazonCloudWatch T — T R EEJIL RLULE T,
LE1—0nk& 202 %&AmazonCloudWatchLogslCiEE % & S ([CCloudWatchT—2 T >
NEERELET,

D. Auto

ScalingZ A4 74 VILAT, RTREBRBICSAT7HA4 )7 Y U%EBML. Amazon
Simple Notification Service ( Amazon

SNS)\NDSA 7B A VINBHNZFRLTI>Z_TUIF—LICBELET, 1VAR
VANRTIREICEFIVTAOTZFETHERTESDXRSIC, 7Y U Zz1KBTerminati
on: WaitlRENDERFICTBDELSICERLET,

Answer: B

QUESTION NO: 25

TEDIAMTHI ME, #3300 AD IAM 1—HF—THERENTVWET, BHE, 100 AD
IAM 11— —2A" S3

XL TEGFHROERZFEDICE. TIVELADEEN BETHDEVSIEBIHNET. >
ATLEEEZEELT, B40d1—Y%—

LRILTRID—ZERATIYVENFBVRSIC, ChZMEVICERITBICEESThER
WTL&SH?

BATLSEZL

A.FLVWO—-)ZzERL, E1—F—Z IAMO—J)LIZEMLET

B. IAM

IIN—7#FEAL, O—LCESVWTI—HY—ZR0TII—7ICEmML, RUZ—&T)I—
ZICHEHALETD,

C.RU>—ZEHKL., JSSONRVVThNZERAL TEBOI—F—ICEHALET

D. E1—H—DIAMT7HINIDZECEFRT7IVEAD SINTY K

RIS —ZHERLET,

Answer: B

Explanation:

Option A is incorrect since you don't add a user to the IAM Role

Option C is incorrect since you don't assign multiple users to a policy Option D is incorrect
since this is not an ideal approach An IAM group is used to collectively manage users who
need the same set of permissions. By having groups, it becomes easier to manage
permissions. So if you change the permissions on the group scale, it will affect all the users in
that group For more information on IAM Groups, just browse to the below URL:
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https://docs.IAM.amazon.com/IAM/latest/UserGuide/id_eroups.html
The correct answer is: Use the |AM groups and add users, based upon their role, to different
groups and apply the policy to group Submit your Feedback/Queries to our Experts

QUESTION NO: 26

HBEICE. FEDXAIZY NOBEAT AT h%ZET AWS Organizations
DHEBA BV ET, A, REMLTHV> NOE—0 Amazon S3

NTYRNADOTHI MDA STNTOHO AWS CloudTrail DT ZREL TVET, 240 IT
ABNFUARAF—LE, NYTLRILOTHIVRNCTIEATEERT, X1 UT4
ITVOZTFR. EEDSXA 1Y NFIE O CloudTrail

AJICT VEATERDLSICTRIREN HYET,

tF1VFT4 IVIDZTR. HORTHIV NOKRENT AT NI IAM
A—J)ZERLET, EF1UT4 T ZTFRA-IILIEIC IAM

RUD—ZERL, ThEAOOTIOTL 714V O A%HFD S3

NTY NAOATZS T MOZAIBR)ERT7 IV EAFAZHFILET,
FOTHAIROIAM I—H—COJ0OFHEAERY ZFAIT2ICE. FESXRA 1Y K
TFAOURTEFIVT A IV ZTHARTIBDBEN HBT O3 EENTIH?

A. IAM

I—H—IZRI>—2TRYFLT, I—HF—NFKNYTLRILOTHIY MNTHEREIhEZO
— )N Z5EZHB e ZzHFILET, RUZ—TAO—J)LDO ARN ZEEELET,
B.RENTHVYNIHERZNSTS SCP ZHERLET,
CESRAIZYNTADVDNDIL—b

THOVhNE2EALT, REUTHVY NTERE A ZO—IL 25| EZHET, RU>—T
A—JL® ARN ZiEELE T,

D.REMNUTHINOIAM O—LOFRIAFEHRZEDSZAIZY N THIZ MO IAM
1—%—IC&ELET,

Answer: A

Explanation:

To allow an IAM user in one AWS account to access resources in another AWS account
using IAM roles, the following steps are required:

Create a role in the AWS account that contains the resources (the trusting account) and
specify the AWS account that contains the IAM user (the trusted account) as a trusted entity
in the role's trust policy. This allows users from the trusted account to assume the role and
access resources in the trusting account.

Attach a policy to the IAM user in the trusted account that allows the user to assume the role
in the trusting account. The policy must specify the ARN of the role that was created in the
trusting account.

The IAM user can then switch roles or use temporary credentials to access the resources in
the trusting account.

Verified Reference:

https://repost.aws/knowledge-center/cross-account-access-iam
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access
.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
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QUESTION NO: 27

20OtEF1 VT4 RIS —TR, §XTO VPC TVPC 70—
AJZBMITRIRBENHYVET, EFX¥1VT4 IOSZTFTR, AT AT ADEHIC
VPC DY —RZEETH7OLAZEHEBLLEISELTVET,

TIOOZTHAMBRNET VAV OEAEDEE? (2DBATSEZL, )
A.BHEDOVPC T7A— AJAFBMICBE>TVWRI A ESH ZHET S IAM Lambda

B ZER LTS

B. 2D IAM 7 AHD> MO VPC Z &IZ IAM Config KT 1 T LAZIERL FT,

C. IAM:: Lambda:: Function ®'J Y —A &4 7T |IAM Config X x—< R
W—ILZERLET.,

D. IAM Config IZ& 2 TRITENEA R M TR FH—9 % Amazon CloudWatch 1 X2
L—ILZHERLET,

E. IAM Config h AR L L—ILZEKL. FMEO> Y U &2 IAM Lambda
BIZRICBEET TR TS

Answer: AE

Explanation:
https://medium.com/mudita-misra/how-to-audit-your-aws-resources-for-security-compliance-
by-using-custom-lIAM-config-rules-2e53b09006de

QUESTION NO: 28

TEFEELTF—F2ZSINTY NTHRANLET, NTY NMCEYSHERAENITSNT
WTE, F—2OHIRFODEENATVET, NTY NOTF—REIBROV RV ZHIRTS -9
ICEDRSBXMREBLUDCENTEERTH, UTOAT2IUHNS200EFZERLT
<EzL,

A.SANTY NTN—2a > EBZEBUICLET

B.NTY NADAT DIV NODBRETF—REBMILET

C.N\NTY NRUS—TMFAHIBREBMICT S

D.NTYRNADAT DIV NOGBEFDTF—RZBMCLET

Answer: A,C

Explanation:

One of the IAM Security blogs mentions the followinj

You can add another layer of protection by enabling MFA Delete on a versioned bucket.
Once you do so, you must provide your IAM accounts access keys and a valid code from the
account's MFA device in order to permanently delete an object version or suspend or
reactivate versioning on the bucket.

Option B is invalid because enabling encryption does not guarantee risk of data deletion.
Option D is invalid because this option does not guarantee risk of data deletion.

For more information on IAM S3 versioning and MFA please refer to the below URL.:
https://IAM.amazon.com/blogs/security/securing-access-to-IAM-using-mfa-part-3/ The correct
answers are: Enable versioning on the S3 bucket Enable MFA Delete in the bucket policy
Submit your Feedback/Queries to our Experts

QUESTION NO: 29
TEIZFABEDIAMTAIRAHY), ChSITXTOTHT>2 MO IAM CloudTrail
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BINETHLEHICERAEND —ibtE Nz Amazon S3NNT Y "BV ET, EF2UFT 4
IOZ7F. ¥ IAMTAHDY NTEEFFRAICEMLEhZEENS 3
FHIZEHADIES CloudTrail TR LTT RIKY &
FI1—ZRTTEDEDICTRDVYII—230FERLEVEZEZTVET,

2itlk, BEA—N—AY REFPRICHATINEEDELSIZERNTIHEN B ETH
5

A. MapReduce ¥ 3 7 ##HA 9% Amazon EMP ¥ 2 AX—%RfTL T, CloudTrail

A ERANXNET,

B. CloudTrail AV —=IlOA XY NERE/MeEZERA L T, CloudTrail EEfZ2BBELE T,
C. CloudTrail sE#f % B84 9 % IAM Lambda E# % 4%, 9 % CloudTrail S3
NTYRTHLOWIZAILDNEREND EVICETEND KSIC Lambda
EHERELET,

D. CloudTrail EEBFA"EEIAFEFNTWS S3 /NI Y NTY—I)L%EH T % Amazon Athena
F—7 I BEERL., Athena ZFERAL TAHFICHLTIITIUAERETLET,

Answer: D

QUESTION NO: 30

HBIZORX~HTR., F—2ORFIC S3

NTY RZRALTVET, IXTOY—EATOJZEMITEIXEN HBDEVS 2D
RUD—HHBYVET. IAMTHIY NTERE iz S3

NTY MIHLTOTHFBICBRCEZDTVR L ZBRIBDICEESTNELVWTTH?
BATSEEETL

A. IAM Inspector ZERAL TINT D S3

NTY RZEREL, BB >TVWAWEEROTZEMIILET

B. IAM Config Rules

ZEALT. N7y hOOF D ITHFBEHEBE>TVWRHESH EZRFELET

C. IAM Cloudwatch

XNVORZERALT, NTY hOOFVITHFERCB>TVWRAESH Z2HBIFLET

D. IAM Cloudwatch

OJzERALT. N7y hOOF D ITHFBHEBZE>TVWRIHESH ZHFELET

Answer: B

Explanation:

This is given in the IAM Documentation as an example rule in IAM Config Example rules with
triggers Example rule with configuration change trigger

1. You add the IAM Config managed rule, S3_BUCKET_LOGGING_ENABLED, to your
account to check whether your Amazon S3 buckets have logging enabled.

2. The trigger type for the rule is configuration changes. IAM Config runs the evaluations for
the rule when an Amazon S3 bucket is created, changed, or deleted.

3. When a bucket is updated, the configuration change triggers the rule and IAM Config
evaluates whether the bucket is compliant against the rule.

Option A is invalid because IAM Inspector cannot be used to scan all buckets Option C and D
are invalid because Cloudwatch cannot be used to check for logging enablement for buckets.
For more information on Config Rules please see the below Link:
https://docs.IAM.amazon.com/config/latest/developerguide/evaluate-config-rules.html The
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correct answer is: Use IAM Config Rules to check whether logging is enabled for buckets
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